You will read a text from which six or seven paragraphs have been removed and placed in jumbled order after the text. You must decide from where in the text the paragraphs have been removed. Only one answer is correct in each case and there is one extra paragraph which does not fit in any of the gaps. Approximately 18 minutes should be enough to do this task.
                      ΤΗΕ TRIALS OF TECHNOLOGY

On the evening of April 15, 1994, six American special agents sat in a concrete basement at a secret air force base patiently waiting for an attack. Their unseen and unknown enemy had for weeks been rampaging across the Pentagon network of computers, cracking security codes and downloading secret files. Defence officials feared the infiltrator was a foreign agent. They were monitoring his movements in a desperate effort to trace him to his lair.

He had first been spotted by a systems manager at the Griffiss air base in New York State, the premier command and control research facility in the United States. He had breached the security system and was using assumed computer identities from the air base to attack other sites, including Nasa. He was also planting ‘sniffer files’ to pick up every password in the system.
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Computer specialists from the Air Force Office of Special Investigations (AFOSI) were dispatched to Griffiss air base to catch the attacker. By the end of the second week of their attempt to outwit him, their windowless basement room was a mess of food wrappers, sleeping bags and empty drinks cans.
	2


They carefully tracked him on a computer screen as he used the access code of a high-ranking Pentagon employee to sign on. This gave him the power to delete files, copy secret information and even crash the system. As he sifted through battlefield simulation data, artificial intelligence files and reports on current weaponry, the agents worked frantically at their terminals, trying yet again to establish who he was and where he had come from.
	3


Pentagon generals insisted it was essential that he should be found and put out of action. It would have been relatively simple to shut him out of the Pentagon network, but he would survive to attack again-and his identity and the information he had already stolen would have remained unknown. American cyber agents were ordered to continue chasing him through the electronic maze.
	4


The process can often be hit and miss because of the vast amount of traffic on the Internet and the hacker’s path was simply too long and circuitous to follow to its end. The agents almost gave up hope. Then old-fashioned police work was brought to bear. In the cyber age, where do hackers hang out? On the Internet, of course. They ‘chat’ with each other through their screens.
	5


Moreover, he was a particularly chatty individual who was eager to engage other hackers in e-mail conversation. Naive, too. Before long, the informant had established that Datastream Cowboy lived in the United Kingdom. He even gave out his home telephone number.
Jubilant, a senior AFOSI agent contacted the computer crime unit in Scotland Yard for assistance. Datastream Cowboy’s number was traced to a house in a cul-de-sac in Colindale, part of the anonymous north London suburbs. In cold war days it would have been a classic address for a spy’s hideaway.
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American agents flew to London and staked out the address with British police officers. Detectives were cautious, however, about making an immediate arrest because they wanted Datastream Cowboy to be online when they entered the house, so that he would be caught in the act.
	7


One of the detectives walked up silently behind the young suspect and gently removed his hands from the computer. For 16-year-old Richard Pryce, a music student, it was the shock of his life. ‘They thought they were going to find a super- criminal and they just found me, a teenager playing around on his computer,’ says Pryce now. ‘My mother had noticed people sitting outside our house for a few days beforehand, but I didn’t think much of it. I never thought I would get caught and it was very disturbing when I did. It had just been a game or a challenge from which I got a real buzz. It was unbelievable because the computers were so easy to hack, like painting by numbers.’
A      The agents had informants who cruised the Internet and one of these made the breakthrough. He found that Datastream Cowboy hung out at Cyberspace, an Internet service provider based in Seattle.

B     It was futile. Datastream Cowboy always bounced around the world before launching an attack and it was impossible even to establish in which country he was sitting.

C     Posing as a courier, one of the agents knocked on the door. As it was opened by a middle-aged man, eight policemen silently appeared and swept into the house. The officers quietly searched the downstairs and first floor. Then, creeping up the stairs to a loft room, they saw a teenager hunched in his chair tapping frantically away on the keyboard of his 700 pound PC World computer. They had found Datastream Cowboy.

D    This was a new type of warfare, a ‘cyber attack’ at the heart of the most powerful military machine on earth.  But the American military had been preparing for ‘cyber war’ and it had a new breed of agent ready to fight back against the infiltrator.

E   Having identified his location, subsequent telephone line checks revealed that the hacker was first dialing into Bogota, the Colombian capital, and then using a free phone line from there to hack his way into the sensitive military sites. 

F   But how? They used a process called ‘fingering’ in which they tried to detect every computer that Datastream Cowboy had used as stepping stones before attacking them. A computer gives its own address in the first few bytes of any communication and the agents tried to trace Datastream Cowboy’s path backwards.
G   The Internet automatically brought hackers to the very gates of the Pentagon’s most secret files-and it could not be policed, as it had been deliberately set up without controls to ensure ease of access for nuclear survivors.

H   Sitting among the debris, the American cyber agents saw a silent alarm throb on one of the many terminals packed into the 30ft by 30ft room. Datastream Cowboy, as he called himself, was on line again.   
